
 

Amazon Prime is incredibly 
popular with more than 200 
million people accessing the site 
monthly. It’s no wonder that 

scammers have found another way to take 
advantage. 

The latest is a phone call that you may 
receive. It is an automated message that 
states your credit card has been charged for 
a new Prime membership. If you want to 
hear more, you are invited to press 1. When 
you do, a real person picks up the phone 
and starts asking for personal information 
claiming they need to verify your account. 
Don’t do it! Never provide that type of 
information in an unsolicited phone call. 

Alternatively, the scammer may say that 
there is a problem with your account, or 
that your membership needs to be renewed. 

In yet another Amazon scam, an official-
looking email arrives thanking you for your 
recent purchase on Amazon Prime and 
invites you to write a review in exchange 
for a $50 prize. The link directs consumers 
to a fake Amazon website that requests 
your username and password. You know 
what happens next. 

Sadly there are several other scams out 
there including the Log-in Scam, and the 
Fake Shipment Scam, to name just two.  

Amazon warns its buyers to always beware 
of suspicious emails or webpages that claim 
to be from the retailer. 

You can officially report the scammers and 
the phone numbers they use to the Federal 
Trade Commission     

       *Sources Scam-Detector .com,  FTC 
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April 1, 2020, is Census Day and between now and then you’ll be hearing a lot about it 
in the media. While education about the census is very beneficial, scammers are already 
ramping up efforts to use this as an opportunity for fraud. 

Census scammers contact you by phone, email, regular mail or home visit, or direct you 
to phony websites, seeking personal and financial information. Like other government 
impostors, they pose as census officials in hopes of winning your trust — and they have 
the added advantage of posing as the agency specifically tasked with asking questions.  

There are some things no genuine census survey or agent will ask — like your Social 
Security, credit card or bank account number. They won’t ask for money. They won’t 
threaten jail time if you don’t answer their questions. Any of these is a sure sign that a 
supposed census taker is phishing for ways to steal your identity, money or possessions. 

Census fraud can hit at home or at work (the Census Bureau conducts business-related 
surveys, too). Be especially watchful for impostors in early and mid-spring of 2020, 
when the actual Census Bureau will be sending out reminders to fill out your form and 
following up in person at households that don’t respond. Count on these tips to head off 
census scams. 

To learn more or report a Census scam, visit Census.gov or contact your Regional 
Census Office for help. Also check out this info and video from AARP          
                       *Source AARP,  US Census 

The Federal Bureau of Investigation sounded the alarm this month 
about a convincing scam. It’s seen a huge increase in the number of 
phone calls spoofing the FBI’s phone number. Here’s what’s 
happening: Scammers are spoofing the FBI Headquarters’ phone 
number, 202-324-3000, so the call appears to be from the bureau. 

During the scam, the caller pretends to be an FBI agent who wants to 
inform you your Social Security number has been suspended. The 

imposter will even give a fake name and badge number. Since the phone number on 
caller ID matches the FBI Headquarters’, people are buying into the story.  

One of two things happens next. The scammer asks for a payment via wire transfer or 
gift card to re-instate the account, or they attempt to get personal info to be used for 
identity theft. Either way, if you provide what they want, they immediately hang up. 

The FBI said one way to know a call is a scam is that law enforcement officers do not 
demand cash or gift cards from the public. This type of scam is what’s known 
commonly as government impersonation fraud, and it’s a growing problem. 

Find out more about imposter scams of all sorts at ftc.gov/imposters. You can report this 
scam directly to the Social Security Administration. Also sign up to get the Federal 
Trade Commission’s consumer alerts to stay up on the latest scams.         

               * Sources FBI, Komando .com, FTC 
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